Test saint exupery

Test 01 :
Connexion avec sophie.girard Administration
Acces a \\srv-fs\Administration$

[image: ]

Refus a \\srv-fs\Eleves$

[image: ]
Test 2:
Arret de srv-ad1
[image: ]
Test avec le client W11
[image: ]
Sur srv-ad2
[image: ]
Sur le client w11 : nltest /dsgetdc:saint-exupery.local
[image: ]
On test la connexion avec le compte sophie.girard
[image: ]
[image: ]
La connexion a bien fonctionné
Test 3
Test de la segmentation effective entre un poste du vlan20 eleves vers le vlan10 administration

[image: ]
Vérification sur wireshark :
[image: ]

TEST 05
Sauvegarde de glpi_db et zabbix

Effectuons le test de la sauvegarde

On commence par crée le hash

echo "Temoin E6 Saint-Exupery $(date -Is)" > /tmp/temoin_t05.txt
sha256sum /tmp/temoin_t05.txt | tee /tmp/temoin_t05.sha256
[image: ]

restic backup /tmp/temoin_t05.txt
restic snapshots

[image: ]

Puis on supprime et on teste

rm /tmp/temoin_t05.txt
restic restore latest --target / --include /tmp/temoin_t05.txt

[image: ]

On verifie le hash avec :
  sha256sum -c /tmp/temoin_t05.sha256
[image: ]



sudo tee /usr/local/sbin/backup.sh >/dev/null <<'EOF'
#!/bin/bash
set -eo pipefail
export RESTIC_PASSWORD=1002
mysqldump -u root -p1002 --databases glpi_db zabbix | gzip > /tmp/dbs.sql.gz
restic -r rest:http://srv-admin:1002@192.168.99.10:8000/srv-admin/ backup /tmp/dbs.sql.gz
EOF
sudo chmod +x /usr/local/sbin/backup.sh

[image: ]

sudo /usr/local/sbin/backup.sh
[image: ]

Test de la restauration :
export RESTIC_PASSWORD=1002
restic -r rest:http://srv-admin:1002@192.168.99.10:8000/srv-admin/ restore latest --target /tmp/restore-test
zcat /tmp/restore-test/tmp/dbs.sql.gz | head -20

[image: ]

La restauration marche.

Test 06
[image: ]
On entre les interfaces en vérifiant la correspondances avec les macs
Em0 ok em1ok em2 00:0C:29:04:2D:EB 
Em3 00:0C:29:04:2D:F5
Em4 00:0C:29:04:2D:FF
Em500:0C:29:04:2D:09
Em6 00:0C:29:04:2D:13
Em7 00:0C:29:04:2D:1D
Em8 00:0C:29:04:2D:27

Apres l’installation on telechage le xml de l’ancien pfsense sur le nouveau

[image: ]

La restauration marche
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Test vpn
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Création de l’utilisateur VPN greg
[image: ]
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Test suricata
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On teste le ping sur le wan  192.168.232.130 et on verifie si suricata alerte
[image: ]
image6.png
PS C:\Users\administrateur> nltest /dsgetdc:saint-exupery.local
Contréleur de domaine : \\SRV-AD2.saint-exupery.local

Adresse : \\192.168.40.11 c#
GUID dom : c220f11a-8c@5-U37F-8792-c6ect/2d6986

Nom dom : saint-exupery.local

Nom de la forét : saint-exupery.local

Nom de site du contréleur de domaine : Default-First-Site-Name
Nom de notre site : Default-First-Site-Name

Indicateurs : GC DS LDAP KDC WRITABLE DNS_DC DNS_DOMAIN DNS_FOREST CLOSE_SITE FULL_SECRET WS DS_8 DS_9 DS_10 KEY

LIST
La commande a été correctement exécutée
PS C:\Users\administrateur>
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Autre utilisateur

STEXUPERV\sopl

Connectez-vous & STEXUPERY

Comment me connecter 3 un autre domaine ?
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PS C:\Users\administrateur> ping 192.168.10.10

Envoi d’une requéte 'Ping’ 192.168.10.10 avec 32 octets de données :
Délai d’attente de la demande dépassé.
Délai d’attente de la demande dépassé.
Délai d’attente de la demande dépassé.
Délai d’attente de la demande dépassé.

Statistiques Ping pour 192.168.10.10:

Paquets : envoyés = 4, regus = 0, perdus = 4 (perte 100%)
PS C:\Users\administrateur> Test-NetConnection 192.168.10.10 -Port 4uS
AVERTISSEMENT : TCP connect to (192.168.10.10 : UU5) failed
AVERTISSEMENT : Ping to 192.168.10.10 failed with status: TimedOut

ComputerName 192.168.10.10
RemoteAddress : 192.168.10.10
RemotePort uus
InterfaceAlias Ethernet®
SourceAddress 192.168.20.13
PingSucceeded False

PingReplyDetails (RTT) : @ ms
TepTestSucceeded False
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14.575827

27.807186

Destination
.10.10
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192.168.10.10
192.168.10.10

Protocol Length Info
74 Echo (ping)
74 Echo (ping)
74 Echo (ping)
74 Echo (ping)
66 56386 > 445

Echo (ping)

nse found!)
nse found!)
SACK_PERM

nse found!)
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root@SRV-ADMIN-ECOLE:~# echo "Temoin E6 Saint-Exupery $(date -Is)" > /tmp/temoin_t®5.txt
sha256sum /tmp/temoin_t05.txt | tee /tmp/temoin_t05.sha256
9cab7dlbe7abc02f1e@d@ef0265a65b18b1abOb09c7e66865U5a23e6aded1869 /tmp/temoin_t05.txt

= TLeudueT
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root@SRV-ADMIN-ECOLE:~# restic snapshots
repository dblaballe opened (version 2, compression level auto)
ID Time Host Tags Paths Size

ccffd2fd  2026-06-07 © © SRV-ADMIN-ECOLE /tmp/temoin_t05.txt 50 B
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root@SRV-ADMIN-ECOLE:~# restic restore latest -—target / --include /tmp/temoin_t@5.txt

repository dblaballe opened (version 2, compression level auto)

[0:00] 100.00% 1 / 1 index files loaded

restoring snapshot ccffd2fd of [/tmp/temoin_t@5.txt] at 2026-06-07 09:16:10.412353015 +0200 CEST by root@SRV-ADMIN-ECOLE to /
Summary: Restored 2 / 1 files/dirs (50 B / 50 B) in 0:0€*

root@SRV-ADMIN-ECOLE: ~#
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root@SRV-ADMIN-ECOLE:~# sha256sum -c /tmp/temoin_t05.sha256
/tmp/temoin_t05.txt: Réussi N
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GNU nano 8.4 /tmp/crontab
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use 'kx' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
® ¥ % % 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

HHEEEEHEE R EE RS R

m h dom mon dow command

30 2 * * * /usr/local/sbin/backup.sh
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root@SRV-ADMIN-ECOLE:~# sudo /usr/local/sbin/backup.sh
mysqldump: Got error: 1049: "Unknown database 'glpi'" when selecting the database
repository dblaballe opened (version 2, compression level auto)

no parent snapshot found, will read all files

[0:00] 100.00% 1 / 1 index files loaded

Files: 1 new, 0 changed, 0 unmodified
Dirs: 1 ne#, 0 changed, 0 unmodified
Added to the repository: 1.108 KiB (1.051 KiB stored)

processed 1 files, 406 B in 0:01
snapshot 5095d1f6 saved
root@SRV-ADMIN-ECOLE: ~#
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root@SRV-ADMIN-ECOLE:~# zcat /tmp/restore-test/tmp/dbs.sql.gz | head -20
/*M1999999\~ enable the sandbox mode */
—— MariaDB dump 10.19-11.8.6-MariaDB, for debian-linux-gnu (x86_64)

— Host: localhost Database: glpi_db

—— Server version 11.8.6-MariaDB-0+debl3ul from Debian

/*140101
/*140101
/*140101
/*140101
/*140103
/*140103
/*140014
/*140014
/*140101

SET
SET
SET
SET
SET
SET
SET
SET
SET

@OLD_CHARACTER_SET_CLIENT=@@CHARACTER_SET_CLIENT */;
@OLD_CHARACTER_SET_RESULTS=@@CHARACTER_SET_RESULTS */;
@OLD_COLLATION_CONNECTION=@@COLLATION_CONNECTION */; N

NAMES utf8mbl */;

@OLD_TIME_ZONE=Q@TIME_ZONE */;

TIME_ZONE='+080:00' */;

@OLD_UNIQUE_CHECKS=@@UNIQUE_CHECKS, UNIQUE_CHECKS=0 */;
@OLD_FOREIGN_KEY_CHECKS=@@FOREIGN_KEY_CHECKS, FOREIGN_KEY_CHECKS=0 */;
@OLD_SQL_MODE=@@SQL_MODE, SQL_MODE='NO_AUTO_VALUE_ON_ZERO' */;

/*M!1100616 SET @OLD_NOTE_VERBOSITY=Q@@NOTE_VERBOSITY, NOTE_VERBOSITY=0 */;
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Diagnostics / Backup & Restore / Backup & Restore (2] .

Backup &Restore  Config History

Backup Configuration

Backuparea | Al <

Skip packages (] Do ot backup package information.
Skip RRD data Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Include extradata [ Backup extra data.

Backup extra data files for some services. @

Backup SSH keys Backup SSH keys (otherwise clients would fail o recognize the host keys after restore)

Eneryption () Encrypt this configuration file.

Restore Backup

Open a pfSense configuration XML file and click the button below to restore the configuration.

Restore area All v
Configuration file [ Choisir un fichier | Aucun fichier choisi
Enerypti (0 Configuration file is encrypted.

) Restore Configur:

The firewall will reboot after restoring the configuration.

w license.
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COMMUNITY EDITION

Firewall / Rules/ MANAGEMENTLAN w & @

Floating WAN MANAGEMENTLAN ADMINISTRATION ELEVES ENSEIGNANTS SERVEURS  WIFI SERVICES BACKUP

Rules (Drag to Change Order)

o States  Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 4108 * * *  MANAGEMENTLAN 443 * * Anti-Lockout Rule -3
MiB Address 80
O & 0/0B IPVATCP MANAGEMENTLAN  *  NETSINTERNES 22(ssH)  * none ALLOW Management SSH vers
subnets tous serveurs Oiix
O v 008 IPva MANAGEMENTLAN ~ *  SERVEURS_AD PORTS_AD_ * none ALLOW MANAGEMENTLAN vers
TCP/UDP  subnets CLIENTS AD (auth, DNS, SMB SYSVOL) Oiix
O« 008  IPv4 MANAGEMENTLAN ~ *  This Firewall (self) ~ 53(DNS)  * none ALLOW MANAGEMENTLAN vers
TCP/UDP  subnets pfSense DNS (temporaire avant Qi X.
0C)
O & 0/0B IPVATCP MANAGEMENTLAN  *  NETSINTERNES 8O(HTTP) none ALLOW Management HTTP vers
subnets tous (pfSense webUl, GLP, Oiix
Zabbix)
O & 0/0B IPvATCP MANAGEMENTLAN  *  INETSINTERNES 443 * none ALLOW MANAGEMENTLAN vers
subnets (HTTPS) Internet HTTPS Oiix
O & 0/0B IPVATCP MANAGEMENTLAN  *  NETSINTERNES 243 * none ALLOW Management HTTPS vers
subnets (HTTPS) tous (pfSense webUl, GLP, Oiix
Zabbix)
O X 0/0B IPvATCP MANAGEMENTLAN  *  NETSINTERNES * * none
= subnets

I O

6]+ -]
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Authorities Certificates

Certificate Revocation

Add/Sign a New Certificate

Method

Descriptive name

Internal Certificate

Create an internal Certificate -

VPN-CA-STEXUPERY

The name of this entry as displayed in the GUI for reference.
This name can contain spaces but it cannot contain any of the following characters: 2, >, <, & /,\,",

Certificate authority
Key type

Digest Algorithm

Lifetime

No internal Certificate Authorities have been defined. An intemal CA must be defined in order to create an interal certificate. Create an internal CA.

RSA -

2048 -

The length to use when generating a new RSA key, in bts
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid.

prime256v1 [HTTPS] [IPsec] [OpenVPN] v

Curves may not be compatible with all uses. Known compatible curve uses are denoted in brackets.

sha256 -

The digest method used when the certificate is signed.
The best practice is to use SHA256 or higher. Some services and platforms, such as the GUI web server and OpenVPN, consider weaker digest
algorithms invalid

3650

The length of time the signed certificate wil be valid, in days.
Server certificates should not have a lfetime over 398 days or some platforms may consider the certificate invalid.

VPN-CA-STEXUPERY|

‘The following certificate subject components are optional and may be left blank.
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Authorities Certificates. Revocation

Search term

Certificate Authorities

(

e - e

Enter a search string or *nix regular expression to search certificate names and distinguished names.

VPN-CA-STEXUPERY

Internal

v

selfsigned

Certificates

0

Distinguished Name @ InUse Actions

CN=VPN-CASTEXUPERY @ S RPCH

Valid From: Mon, 08 Jun 2026 22:40:39 +0200
Valid Until: Thu, 05 Jun 2036 22:40:39 40200





image23.png
System/ User Manager/ Users / Edit (2]

Users  Groups  Settings  Authentication Servers

Definedby  USER

Disabled [ This user cannot login

Username | yongreg

Password

Full name
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Authorities

Add/Sign a New Certificate

Method Create an internal Certificate -

Certificate Revocation

Descriptivename | ypn-greg

The name of this entry as displayed in the GUI for reference.
This name can contain spaces but it cannot contain any of the following characters: 2, > <, & /,\,",

Internal Certificate

Certificate authority VPN-CA-STEXUPERY v
Key type RSA -
2048 v

The length to use when generating a new RSA key, in bts
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid.

Digest Algorithm sha256 v

The digest method used when the certificate is signed.
The best practice is to use SHA256 or higher. Some services and platforms, such as the GUI web server and OpenVPN, consider weaker digest
algorithms invalid

Lifetime 3650

The length of time the signed certificate wil be valid, in days.
Server certificates should not have a lfetime over 398 days or some platforms may consider the certificate invalid.

CommonName [ vpn-greg
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System/ Certificate / Authorities e

Authorities Certificates. Revocation

Search

Search term i ] [Bon S Q -

Enter a search string or *nix regular expression to search certificate names and distinguished names.

|

Certificate Authorities

Name. Internal Issuer Certificates Distinguished Name In Use Actions

VPN-CA-STEXUPERY v selfsigned 1 CN=VPN-CA-STEXUPERY @ S RPCH

Valid From: Mon, 08 Jun 2026 22:40:39 +0200
Valid Until: Thu, 05 Jun 2036 22:40:39 40200
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System/ Certificates / Certificates e

Authorities Certificates. Certificate Revocation

Searchterm [ | (oom Bl 5]

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificates

Name Issuer Distinguished Name InUse Actions
GUI default selfsigned fSense GUI default Self-Signed Certificate, CN=pfSense-69f30629eb213  webConfigurator &* #i O & C'
(69f39629eb213) (i}
Server Certifcate N
oo Valid From: Thu, 30 Apr 2026 19:49:30 +0200
Valid Until: Wed, 02 Jun 2027 19:49:30 +0200
Server: Yes
vpn-greg VPN-CA- CN=vprgreg @ User Cert S HPREC
User Certificate STEXUPERY
Chne Valid From: Mon, 08 Jun 2026 22:51:28 +0200

Valid Untl: Thu, 05 Jun 2036 22:51:28 40200
Server: No
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VPN / OpenVPN/ Servers

Servers  Clients  Client Specific Overrides  Wizards

OpenVPN Servers
Interface Protocol / Port Tunnel Network Mode / Crypto Description Actions

Add




image28.png
Wizard / OpenVPN Remote Access Server Setup / Server Setup e

of 11

Server Setup

OpenVPN Remote Access Server Setup Wizard

General OpenVPN Server Information

Description | cert-srv-vpn

Aname for this OpenVPN instance, for administrative reference. It can be set however desired, but is often used to distinguish the purpose of the
service (e.g. "Remote Technical Staff’). It is also used by OpenVPN Client Export to identify this VPN on clients.

Endpoint Configuration

Protocol UDP on IPv4 only v

Protocol to use for OpenVPN connections. If unsure, leave this set to UDP.

merface  [wan .

The interface where OpenVPN will listen for incoming connections (typically WAN.)

LocalPort 1704

Local port upon which OpenVPN will listen for connections. The default port is 1194. This can be left at its default unless a different port needs to be
used.

Cryptographic Settings

TLS Authentication Enable authentication of TLS packets.
Generate TLS Key Automatically generate a shared TLS authentication key.

TLS Shared Key
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Tunnel Settings

IPv4 Tunnel Network ~ 10.0.8.0/24

This is the virtual network used for private communications between this server and client hosts expressed using CIDR notation (eg. 10.0.8.0/24). The
first network address will be assigned to the server virtual interface. The remaining network addresses will be assigned to connecting cliets.

Redirect IPvd Gateway (] Force all client generated traffic through the tunnel.

IPv4 Local Network 192.168.70.0/27

This is the network that will be accessible from the remote endpoint, expressed as a CIDR range. This may be left blank f not adding a route to the
local network through this tunnel on the remote machine. This is generally st to the LAN network,
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Wizard / OpenVPN Remote Access Server Setup / Firewall Rule Configuration e

Step 10

11

Firewall Rule Configuration
OpenVPN Remote Access Server Firewall Rules
Rules control passing or blocking network traffic as it flows through the firewall

Rules must be added which allow traffic to reach the OpenVPN server IP address and port, as well as to allow traffic from connected clients inside the
OpenVPN tunnel

The options on this step can add automatic rules to pass this traffic, or rules can be configured manually after completing the wizard.

Traffic from clients to server

Firewall Rule Add a rule to permit connections to this OpenVPN server instance from clients anywhere on the Internet.

Traffic from clients through VPN

OpenVPNrule  E\Ad a rule to allow al traffic from connected dlients to pass inside the VPN tunnel
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VPN / OpenVPN/ Servers

Servers

Clients

OpenVPN Servers

Interface

WAN

Client Specific Overrides

Protocol / Port ‘Tunnel Network
UDP4 /1194 10.08.0/24
(TuN) N

Wizards

Mode / Crypto

Mode: Remote Access ( SSL/TLS + User Auth)

Data Ciphers: AES-256-GCM, AES-128-GCM, CHACHA20-POLY1305, AES-256-CBC
Digest: SHA256

D-H Params: 2048 bits

Description

cert-srv-vpn
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Edit Firewall Rule

Acti

isabled

Interface

Address Family

Protocol

Pass -

Choose what to do with packets that match the criteria specified below:
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) s returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

() Disable this rule.
Set this option to disable this rule without removing it from the list.

OpenVPN v

Choose the interface from which packets must come to match this rule.

[ -

Select the Internet Protocol version this rule applies to.

TcP -

Choose which IP protocol this rule should match

I —

Source

[ Invert match Network v 10.0.8.0 R EN

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destinati

Destination Port Range

() Invert match Address or Alias v 192.168.70.11 / ~
HTTPS (443) v HTTPS (443) v
From Custom To Custom

Specify the destination port or port range for this rule. The “To' field may be left empty if only filtering a single port.
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Floating WAN MANAGEMENTLAN ADMINISTRATION ELEVES ENSEIGNANTS ~ SERVEURS WIFI SERVICES BACKUP

OpenVPN

Rules (Drag to Change Order)
[m] States  Protocol Source Port  Destination Port Gateway  Queue  Schedule Description Actions

O « 0/0B IPv4TCP  10080/24  * 192.168.70.11 443 (HTTPS) * none VPN -> GLPI &S O00mX
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System/ Package Manager/ Available Packages e

Installed Packages  Available Packages

Search

Search term N openvpr-client-export Both S O, scocn [ 1) e

Enter a search string or *nix regular expression to search package names and descriptions.

|

Name Version Description
openvpn-client-export 192 Exports pre-configured OpenVPN Client configurations directly from pfSense software.

Package Dependencies:
@ openvpn-dlient-export2.6.7 @ openvpn-2.68_1 @ zip30.1 @ 72ip-23.01
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VPN / OpenVPN/ Servers

Servers  Clients  Client Specific Overrides

w @ e

Wizards  Cl en; Export

OpenVPN Servers

Interface  Protocol /Port  Tunnel Network
WAN UDP4 /1194 10.08.0/24
(TuN)

Mode / Crypto Description
Mode: Remote Access ( SSL/TLS + User Auth) certsnvvpn
Data Ciphers: AES-256-GCM, AES-128-GCM, CHACHA20-POLY1305, AES-256-CBC
Digest: SHA256

D-H Params: 2048 bits.

Add
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OpenVPN/ Client Export Utility (2]

Server  Client  Client Specific Overrides  Wizards  Client Export
OpenVPN Server

Remote Access Server cert-srv-vpn UDP4:1194 v
Client Connection Behavior

Host Name Resolution | Other v

HostName  [192.168.232.130 )

Enter the hostname or IP address the client will use to connect to this server.

Verify Server CN Automatic - Use verify-x509-name where possible v
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Enter any additional options to add to the OpenVPN client export configuration here, separated by a line break or semicolon.

EXAMPLE: remote-random;

Save as default

Enter a search string or *nix regular expression to search.

OpenVPN Clients

User Certificate Name Export
vpr-greg vpn-greg - Inline Configurations:
- Bundled Crdigurations:

- Current Windows Installers (2.6.7-1x001):

sasi fl &

+ it
- Previous Windows Installers (2.5.9-1x601)
Lol &

- Legacy Windows Installers (2.4.12-1x601):

it

/817
- Viscosity (Mac OS X and Windows):
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' Mapper le port entrant

portde hite : 1194 =
oS Ot Ouoe
Adresse IP de la machine virtuelle :
Port de la machine virtuelle : 1194 B
Description :

Aide
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System / Package Manager/ Package Installer e

piSense-pkg-suricata installation successfully completed.

Installed Packages  Available Packages  Package Installer

Package Installation

RULES: Suricata IDS/IPS Engine comes without rules by default. You should
add rules by yourself and set an updating strategy. To do so, please visit:

http: / /. openinfosecfoundation. org/documentation/rules.html
http: //u . openinfosecfoundation. org/documentation/emerging-threats..html

You may want to try BPF in zerocopy mode to test performance improvements:
sysctl -u net.bpf.zerocopy_enable=1
Don’t forget to add net.bpf.zerocopy_enable=1 to /etc/sysctl.conf

>>> Cleaning up cache
Success

done.
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Services / Suricata/ WAN - Interface Settings (2]

WARNING! Suricata now requires that Hardware Checksum Offloading, Hardware TCP Segmentation Offloading and Hardware Large Receive Offloading all be disabled for proper
operation. This firewall currently has one or more of these Offloading settings NOT disabled. Visit the System > Advanced > Networking tab and ensure all three of these Offloading
settings are disabled.

Interfaces  Global Settings ~ Updates  Alerts  Blocks  Files  Passlists  Suppress  LogsView  LogsMgmt  SIDMgmt
Sync  IPLists
WAN Settings

General Settings

Enable Checking this box enables Suricata inspection on the interface.

Interface WAN (em0) v

Choose which interface this Suricata instance applies to. In most cases, you will want to choose LAN here if this is the first Suricata-configured
interface.

Description | wAN

Enter a meaningful description here for your reference. The default is the pfSense interface friendly description.
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Services / Suricata/ Interface Settings / WAN - Rules e

Interfaces  Global Settings ~ Updates  Alerts  Blocks  Files  Passlists  Suppress  LogsView  LogsMgmt  SIDMgmt
Sync IPLists
WAN Settings ~ WAN Categories ~ WANRules  WANFlow/Stream  WAN AppParsers ~ WAN Variables  WANIP Rep
Available Rule Categories
Category custom.rules v

Select the rule category to view and manage

Defined Custom Rules
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Available Rule Categories

Category custom.rules e

Select the rule category to view and manage

Defined Custom Rules

alert icmp any any -> any any (msg:"TEST SURICATA ICMP"; sid:1000001; rev:1;)|
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Interface Pattern Match Blocking Mode Description Actions

o WAN (em0) AUTO DISABLED WAN Vi





image44.png
Services / Suricata/ Alerts (2}

Interfaces  Global Settings ~ Updates  Alerts  Blocks  Files  Passlists  Suppress  LogsView  LogsMgmt  SID Mgmt

Sync  IPLists

Alert Log View Settings

Instance to View [ (WAN) WAN v]

Choose which instance alerts you want to inspect.

SovsorRomors Logs
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PS C:\Users\administrateur> Get-DnsClientServerAddress -InterfaceAlias Ethernet®

InterfaceAlias Interface Address ServerAddresses
Index Family
Ethernet® 6 Ipvi4  {192.168.40.10, 192.168.40.11}

Ethernet® M 6 1pve  {}
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PS C:\Users\Administrateur.STEXUPERY> Resolve-DnsName srv-fs.saint-exupery.local

Name Type TTL  Section IPAddress

srv—fs.saint-exupery.local A 1200 Answer 192.168.460.12

PS C:\Users\Administrateur.STEXUPERY> nslookup saint-exupery.local
DNS request timed out.
timeout was 2 seconds.

Serveur : UnKnown
Address: ::1
Nom : saint-exupery.local

Addresses: 192.168.46.10
192.168.460.11




