
Clinique Hippocrate - Architecture reseau Zero Trust (maquette VMware)

INTERNET / WAN

Cluster OPNsense - HA CARP (deny-all par defaut, NAT, Unbound DNS, Suricata IDS, WireGuard)

OPN-FW1 (MAITRE)
.2 de chaque VLAN

Suricata IDS / DHCP

VIP CARP
.1 de chaque VLAN

(adresse virtuelle = passerelle)

OPN-FW2 (ESCLAVE)
.3 de chaque VLAN
bascule auto < 3s

sync XMLRPC

Routage inter-VLAN OPNsense (1 vENet host-only par VLAN - limite VMware documentee)

VLAN 20 - MEDICAL
172.16.20.0/24

CLIENT-W11
.20.10

Poste medecin
(Wireshark / analyse)

VLAN 40 - AUTH (AD)
172.16.40.0/29

SRV-AD1
.40.2

Win2022 GUI
DC1 / FSMO / DNS1 / GPO

SRV-AD2
.40.3

Win2022 Core
DC2 / DNS2 / GC (replication)

VLAN 50 - MGMT
172.16.50.0/28

Station Deus
.50.4

Admin / bastion SSH
VPN nomade

VLAN 70 - APPLICATIF
172.16.70.0/27

SRV-PROXY .70.10
HAProxy (point d'entree unique)

TLS + health-check + LB roundrobin

SRV-WEB1 .70.11
Apache/PHP

Nextcloud + GLPI 11

SRV-WEB2 .70.12
Apache/PHP

Nextcloud + GLPI 11

SRV-DB .70.20
PostgreSQL 17 (Nextcloud) + MariaDB (GLPI)

acces whitelistes par IP + nftables local

VLAN 80 - SIEM
172.16.80.0/29

SRV-SIEM .80.2
Wazuh 4.14 (SIEM)

+ Zabbix (supervision)
collecte uniquement

(unidirectionnel)

VLAN 99 - BACKUP
172.16.99.0/28

SRV-BACKUP
Restic + rest-server
mode --append-only

flux PUSH uniquement
(anti-ransomware)

VLAN cible non deployes en maquette (documentes pour la production) :
VLAN 10 ADMIN 172.16.10.0/26 - VLAN 30 BIOMEDICAL 172.16.30.0/25 (isole, DNS interne seul) - VLAN 60 WIFI VISITEURS 172.16.60.0/23 (portail
captif, Internet seul)

VPN WireGuard (port 51820 - wg0 10.10.10.0/24)

SRV-DISTANT (Debian)
peer 10.10.10.x
Site-to-site (T08)

default GW supprimee = tunnel obligatoire

Smartphone Android
peer 10.10.10.3/32

Nomade (T06)
split-tunnel AllowedIPs 172.16.0.0/16

hotspot 4G (contourne CGNAT)

tunnel chiffre


